. . s
Why is Risk Governance

Important to THC?

EVENTS DATE QUALITATIVE IMPACT
Contact Nov 20, 08- - Loss of Reputation
Voltage Jan 29, 09 - Loss of Strategic Focus

- Negative publicity

Flood at January 15, - Service failure
Dufferin 2009 - Failure of back up systems
Station - Issues with planning and management

- At customer’s expense

Ice storm January 1998 - Service failure
- Issues with planning, coordination & control
- Low customer confidence

Data Hacking July 28, 2009 - Safety & security of customer data
- Negative publicity
- Low customer confidence

Customer - Service failure
Power - Low customer confidence
Interruptions
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THC’s Response

Risk Universe
established

Risk Ownership
established at the
Executive Level

ERM Policy and
Risk Appetite
approved by
Board

Risk reports provided on a
Monthly basis to the ROC &
Quarterly to the Board

Board / CEQ
decision on
ERM

April 2010

April 2009 September 2010

|,,,,,,,,,, I T (R [

March 2011

December 2008 September 2009 August 2010

Completed Gap
Analysis, current
state compared
against industry best
practice

Adoption of the ISO
31000 Risk
Management Process

Risk Govemance:
Structure created
down to the BU level

_
l:
i
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ERM Governance Structur

Board Of Directors

- ER’s leaving the
Top 10 Risks
-Top 10 Risks

> -
: ! Chair - Robert Wong | |
2011KPI's / Targets : AlofBecutive |
Management ]
Goals \ ;
S e -
R.OC.
*  (orporate Goas
*  (orporate Cods | |
* Corporate Goals
= KMl Targets
| | = (Qorporate Gods ®
| | * KP Targets
" KA Tagets Strategy External Risk F
rategy External Risk Forum
KA Targets Business Unit Managers /
Cross Functional Team
I I Employee Risk Forum
) ] Business Unit Managers / I
Operational Risk Forum Finance Risk Forum Cross Fundctional Team
Business Unit Managers / Business Unit Managers / Working Group# 10
Cross Functional Team Cross Functional Team Brand & Shareholder Group
1 lorkin #9
g roup Subject Matt rts @ BU
1 1 1 1 Safety Group uoject Vel ;{,;7‘)8 e
) Working Group#6 (| || Working Group# 7| |[Working Groups# 8 ) Cross functional team
Working Grougk 5 Counter Party Default|| [[TAX Working Group|| |[Funding & Financial Subject Matter Experts @ BU
Financial Reporting Management level / I
T, i ! Cross functional team
Working Group#1 Working Group#2 Working Group#3 [Working Group# 4 Subject Matter Experts Subject '\Bﬂljtlter f|5>;perts Subject Matter Sublect Mt S -
Asset Management Business Interruption Group IT Group Project Execution @BU level/ @BU level [Experts @ BU level uoject Matter Accountable Risks
Grou ) Cross functional team Cross functional Experts @BU Brand & Reputation
p . . ’ Cross functional team level / A table Risk
Subject Matter Experts @ Subject Matter Experts @ BU Subject Matter team evel / ccountable Risks Shareholder & Government
Subject Matter Experts BU level / level / Experts @ BU level Cross functional Regulatory
@BU level / Cross functional team Cross functional team Cross functional team Employee Health & Safety Environmental Scan
Cross functional team team Resource Management Other Stakeholders
Internal Communication Legal
I I Accountable A Risk A tabl Ch?_”gz rea:iness Economic
; , ; Risks isks Risks eadership Plannin
Working Group#1 g/orklng .grogpf ;"Ofkg‘ngs ia?uR?sﬁ K\lorkmg %‘IrouRp#g Finongal Counter Tax Accountable Business Nidel
Responsle Risks esponsible Risks esp esponsible Risl Reporting party Default Fﬁl:dl}rs]g Risk Management & Governance
§ Business Interruption Information Technology Project Execution Finandal Envirgnmgntal
Asset Integrit -
et Sneig::ti Information Management Management Strategic alliances
Public Safety
Capacity Management &|
Utilization
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ERM

ERM Charter
ERM Policy

.

ERM Risk Appetite

ER Universe

ER Ownership Matrix

.

Tem of Reference for ROC & Forums

A

7 Toronto Hydro >,
I Board Of /I ’
\ -
BOARD LEVEL \__ _Directors ., A
CONTROL

Maintain a general understanding of the risk categories and types of risks to
which Toronto Hydro may be exposedand the practices used to identify, assess,

measure and manage those risks.

Periodically review and approve the overall ERM mandateand establish the

general risk appetite of Toronto Hydra

Review and approve Board/Governance documents and policies addressing the
] ] F o,

Paning -
/  Risk Oversight

EXECUTIVE LEVEL Terms Committee

|
|

Of Reference : .
[ ALL of Executive
\

Management

~———

The ROC is the lead body for ensuring systems are in place to identify, manage
and monitor enterprise risks (ER). Through its review of reports from the
Business Unit Forums and other areas of the corporation, the ROC will assess

the appropriateness and consistent application of systems to manage ER’s within
THC.

ROC will ensure that key ER’s are brought forward to the attention of the BOD
and for action by Executive Management.

The ROC will maintain open communication with external stakeholders, Internal
Auditors, Management and other committees of THC to ensure that all parties
are aware of their scope of work role, responsibilities and accountabilities .

— e e e e e e e e afft eas eas e ees ees ees ees eEs oees cEEe CoEEe CEEE cEE—. =S e

® Oversee Risk profie and performance against the defined Ris|
Appetite and tolerance per Risk and ensure appropriate Rish
responses.
Operational Finance E | Strat / ° Design, implement, participate in and ensure the consistent|
MANAGER LEVEL peR. K Risk mp_oyee rategy application of the Risk Management Process in managing ER’s
Terms Of Reference 1S Is Risk I_Extemal and their Component Risks across the Risk Forum’s and Working
Forum Forum Forum Risk Forum Group’s.
T T
| | : ®  Provide reports on Risk management activities
_____.-_l__Jln.oli.:——‘_q—=-:____________
! I
________ |
Subject matter experts : : | : ® Ongoing review of ER's and its Component Risks to determine correlated
Terms Of Reference | | ! | interdependencies and alignment with BU Plans, ERM policy and THC’s Risk
! | : | Appetite.

! | |
_____ _! | |_ | | ° Jointly conduct BU’s Risk assessments with the Risk Forums on a quarterly basis
1 - = | Ermol - to monitor Risk exposure and provide appropriate management reportingand
Operational Finance Ri km\;;voytlzg [Strategy /External Recommends Risk Treatment strategiestogether with appropriate justifications o

Risk Working Risk Working ISk VVorking Risk Working Business Cases to the RF for approval.
Group Group Group Group
® Provide reports on Risk management activities opportunity identification
assessment of Risk mitigation efforts and exceptions to the Risk Forum .

=
SO

e

—_—
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—sEstablishing the context (5.3)p

E

Risk assesgment (5.4)

* Risk identification (5.4.2)

*
*

HEH

Communication Monitoring

and . Risk analysis (543) et N

consultation | review (56) | femme—s
(5.2) >

L 3

Risk evaluation (5.4.4) p————

B 22011
M a12011

3 impact

k3

Risk treatment (5.5)

E 3

PR Fait i Snediionce

[Enternprise Riskc Brployee Hoolth and Safety

|omponent Riskc Blectricat Contact

Figure 3 — Risk management process [P —r—— P i — p—

Program TEohours. Vority alt

|
> [Doveiop audi procsss

preventing electrical contact into one. For example, the Work protection Qode, Hectrical Utility. (Target iszero)
. pre-

Source: ISO 31000

—
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1. Quarterly updates / Top 5 out of 33

Planned Actions:

Employee Health & Safety Risk

DEFINITION: Tre roi that Tomnis Hyoe s smocyees may
To—tzoam tas e

y et

Tome| meE o7 ST Coat AT f
Cier sses By emooe as
pemcrmEnce SImeT O

@ iooeT mesmEm e
& site daly, Siuerdser Inspactons and comw leader fEoloeng o

=[50 oos BTG MRRtanEnce A
e iesaaing of maadiss. grocndng and bis o

2. Short Term / Long Term Treatment Plans

Enterprise Risk (ER): Employee Health & Safety
The risk tht Toronto Hydro'  be exposed o serious
they oporate.
N . . ] s sk Expore
Primary Stratogic Issues Associated SomtPt ]
+ THs 3 large conracting fims might form a ‘cartel and hold
TH hostage’,risk of collusion
- Labour Marke! - rerement. competing for talent, upgrading |- Safaty ~My
skils ot
- Inadequate safety raining when operating on TH assets.
Third part ing TH assels.
5] ERAccountable | ERResponsible | RiskRank (2011) | Risk Exposure index (RED)
e | tenossmenomo | ; | 167
Risk
c ‘Component Risk (CS) Tolerance| RE! |Trend “Treatment & Action Plans. Status
1 |Etectrical Contact Risk 1-49 | 206 | &= []-Establish comprehensive program °
2 |Risk of motor vehicle accidents | 1-49 | 140 | £ |1.Continue implementation of controls. °
T_Esiablish siandards for walking working
5 [Riskof s, trps and falls 14 | 125 | o |, e .
- 2. Establish standard for footwear
force exising ru
- Audi existing proce:
4 |Gonfined Spaces Risk =49 | 105 | = |2 Uporade exising CS program °
3 Dovelop aud 1
5 |Rik of fre o expiosion 1-49 | 105 | =) [Agreed ROk toindude the following risks at
this time.
o | Rk ofexposuro whazarious | o | g | o | Aareed BOEto nude the foloning sk at
materials - this time_
7 |Facittios Risk o | aa | D
[ Emerging Risks Dotails and Potential Impacts
Used in wood preservatives used in old wood poles (creosote,
1| Agent Orange PCP). Some of our faciiies ara but on or noar landiils and
reciaimed industial sites
Caifornia reguiators il ask Pacifc Gas & Eleciric Co. to set up a
| Radio frequencies and Radiation flom Smart | process so is customers can opt ut of smart mters i hey have
Meters concerns about the potential heaith effects of exposure o radio
froquencies and radiaton from the wireless meters
3 Asbestos Workplace exposure (o asbestos. claims, 6 fatallies.
E | Notation
Risk Tolrance Trena Status
+ Low- Minordismpton o resuts Briskis g ® onack
55 HMadum Notceable detetoratio n resuls
Vaiorl detonoraton i fosuts = Riskis satle Cauton
1419 Hign - Sinifcanttvaat toaperatng resuls s rising
2025 Enrome . Fundamental it o Toronto Ry

3. Dashboards

2
20 [ ] B(emtive&nring BHS Comnonent Ridkes Trend Anslusic:
B ar2011 2
B 22011 g W 22
15 a- W a2
- | o
10 s
0
’ §
—_—
0 ’ X !- i- * E
Bectrica Contact Rsk '

= 4. ERM Program Implementation Status

ERM Framework - Current State

L-Sush_h'ndaiﬁt\r

33

T
Lot rumaas o

smgam managemers
FE

i Source: Deloitte.
gy TORONTO
ﬁ Path to excellence b

[ 2 24 7
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ERM’s Maturity Model

o
toronto hydro

corporation

Initial/Ad Hoc Fragmented Comprehensive Integrated Strategic
Enterprise takes Objectives and Risk Universe is Risk Management Risk discussion is
minimal Risks into policies mainly identified activities embedded in strategic

consideration for
determining
vulnerabilities to
Risks

Undefined
objectives, policies
and processes

Ad hoc and chaotic

No accountability for
Risks

No formal process
for Risk
Assessments

undefined

Risks are defined
differently at different
levels and in different
parts of the
organization

Risk is managed in
silos

Disparate monitoring
and reporting
functions

Limited alignment
between Risk and
Strategy

Common Risk
Assessment /
response approach
developed and
adopted

Communication of
top strategic Risks to
the senior
management team

Clear accountability
assigned to each
Risk

coordinated
across business
areas

Risk Analysis tools
developed and
communicated

Enterprise Risk
monitoring,
measuring s and
reporting

Opportunity Risks
identified and
exploited

planning, capital /
resource allocation ,
product development,
vendor selection etc.

Early warning systems
to notify the Risks
above established
threshold to Board
and Management

Linkage to
performance
measures and
incentives

e
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ERM Team’s Role  “~

- Oversee, support and advise on matters relating to the Risk Management
Process for all Risk Forums

Facilitate, develo lans and provide training to enhance Risk awareness
across all Risk Forums

- Design , implement , sustain and improve an effective ERM framework

- Support, cooperate and promote program integration to ensure organisational
alignment

Work with Risk Forums to build methodologies and processes to conduct Risk
Assessments

Consolidate the reporting function across all Risk Forums to the Risk
Oversight Committee (ROC)

Sustain and mature: Continue to embed ERM into the culture and core

processes of THC

—

s




ERM in Practice: 7
Lessons |Learned

Ongoing Executive Management and Board Support: A critical aspect in driving the
buy in and support for ERM

A clearly developed Framework for implementing ERM enterprise wide:

Consistency and linked to best practise

Establishing Risk Ownership: Clear accountability for each risk at the Executive level, there
can be only one accountable

Establishing a formal Risk Governance Structure: From Board down to BU’s, a cross
functional structure to support Executive Management in managing, monitoring and reporting on Risks

Adoption of a Risk Management Process that is standardized and in line with industry
best practice

Embedding Risk Management into Employee Performance Conftracts: Foster

ownership of Risk Management at all levels and embed into organizational culture

Design, implement, sustain and improve the ERM framework: An incremental
process, start simple and evolve

—
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. MNP
Ten Principles of

Effective Rlsk Oversight

. Key success drivers ~ Cultural and incentive
understood structure risk monitored

o Strategic risk assessed s.  Critical alignments of

. Defined Board oversight role strategy, risk, controls,

. Robust ERM system compllance,_ incentives and
. . people monitored
(including people and o _
processes) 9 Emel_'glng/mterrelated risks

considered

5. Risk reporting meets Board

requirements 0.  Board’s oversight processes

, L periodically assessed
.. Dynamic/constructive risk

dialogue between Board and
Executives encouraged

Source: National Association of Corporate Directors, BRP, 2009, modified.
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Closing Remarks

Effective Risk Governance is no
longer an option - it is a pre-
requisite!

Boards role in effective Risk
Governance will continue to evolve

Leveraging best practices
outlined today will help Boards
and Executives on its journey to
Risk Governance Effectiveness

“When the tide goes out, we find out who’s been swimming without a
bathing suit”
Warren Buffett, July ‘07

.:;-»-/\ .‘I! n
.;::’\\\_/ /_\ : Qrtiwea ..
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MNP

Questions?




Contact Information

Please feel free to contact us:

Ingrid Robinson, MFAc (cand), CPA, CIA

Senior Manager, Enterprise Risk Services, MNP LLP
416-515-3934

ingrid.robinson@mnp.ca

Navin Maharaj, MBA

ERM Consultant, Strategy & Enterprise Risk Management,
Toronto Hydro

416-542-2831

nmaharaj@torontohydro.com

Robert Okashimo, P.Eng.

Manager, Strategy & Enterprise Risk Management,
Toronto Hydro

416-542-3023

rokashimo@torontohydro.com
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